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MOTION TO SUPPRESS DUE TO THE VIOLATION
OF THE HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
 
COMES NOW, the Accused, [CLIENT NAME], by and through Counsel.  Pursuant to the Fourth, Fifth, Sixth, and Fourteenth Amendments to the United States Constitution, and Article 1, Sections 9, 10, 13 & 19 of the Texas Constitution, and section 38.32 of the Texas Code of Criminal Procedure and in support of his right to a full and fair hearing under both the state and federal constitutions, [MR. CLIENT LAST NAME] moves this Court to suppress all evidence obtained by the State of Texas in violation of the Health Insurance Portability and Accountability Act of 1996, 42 U.S.C. sec. 1320d, et seq. (2006), and 45 C.F.R.§ 164.500, et seq. (2006).   In support, [MR. CLIENT LAST NAME] would show:

I.

FACTUAL BACKGROUND

[MR. CLIENT LAST NAME] has been indicted for the offense of capital murder and the State is seeking the death penalty.  The Eighth Amendment requires a greater degree of accuracy and fact finding than would be true in a non-capital case.  Gilmore v. Taylor, 508 U.S. 333 (1993); Woodson v. North Carolina, 428 U.S. 280, 305 (1976).

II.

MOTION

[MR. CLIENT LAST NAME] expects that at the trial on the merits or at sentencing, the State will attempt to offer into evidence against [MR. CLIENT LAST NAME] information obtained from [MR. CLIENT LAST NAME]’s medical records.  Specifically, [MR. CLIENT LAST NAME] expects the following information to be used against him: [SPECIFY INFORMATION].   


The State obtained this information from [MR. CLIENT LAST NAME]’s medical records.  The State obtained [MR. CLIENT LAST NAME]’s medical records without a court order and without otherwise complying with the Health Insurance Portability and Accountability Act of 1996 (HIPAA), 42 U.S.C. sec. 1320d, et seq.  Accordingly, [MR. CLIENT LAST NAME] seeks to prevent the State from utilizing the fruits of the information that it obtained in violation of the law and would ask this Court to suppress the evidence.  

III.

LAW IN SUPPORT
A.

[MR. CLIENT LAST NAME]’S PRIVACY RIGHT IN HIS MEDICAL RECORDS

IS PROTECTED BY HIPAA

In 1996, the United States Congress enacted the Health Insurance Portability and Accountability Act (HIPAA).  42 U.S.C. § 1320d, et seq.  HIPAA protects the privacy of medical records.  Its privacy protections include protection from secret seizure by government agents and authorities.  See Nat’l Abortion Fed’n v. Ashcroft, 2004 WL 555701, at *6 (S.D.N.Y. Mar. 19, 2004) (HIPAA’s privacy provisions control the enforceability of government subpoena).   HIPAA has been implemented through a series of federal rules and regulations promulgated by the United States Department of Health and Human Services and set out in the Code of Federal Regulations.  See 45 C.F.R. §164.500, et seq. (2006).  These administrative rules and regulations, which were effective April 14, 2003, are known collectively as “the Privacy Rule.”  They severely restrict the permissible means of disclosing medical information by any person involved in medical treatment of a patient. 


HIPAA expressly preempts any contrary state law, although states are free to enact more stringent standards than that promulgated by HIPAA.  See Nat’l Abortion Fed’n v. Ashcroft, 2004 WL 555701, at *6 (S.D.N.Y. Mar. 19, 2004) (HIPAA controls release of medical records by hospital); see also 45 C.F.R. § 160.203(b) (permitting states to enact more stringent state laws for medical privacy).  Under HIPAA, no medical provider may disclose confidential health care information to police unless such disclosure is either court ordered or made pursuant to consent by the patient.  The passage of HIPAA thus marks a dramatic departure from the recent state of medical and legal practice.


The Privacy Rule establishes patients’ rights and requires that health professionals – otherwise known as “covered entities” – implement various procedures regarding the use of and access to health care information.  There are three categories of “covered entities:” (1) health plans; (2) health care clearinghouses; and (3) health care providers.  45 C.F.R.§160.103.  Hospitals and doctors are “covered entities” to which HIPAA applies.  42 U.S.C. §1320d (4)(A) (2006).  [MR. CLIENT LAST NAME]’s hospital, doctor and insurance company, therefore, are covered by HIPAA’s Privacy Rule. 


HIPAA prohibits covered entities from using or disclosing protected health information in any form oral, written or electronic, except as permitted by the Privacy Rule.  45.C.F.R. § 164.502(a).  “Use” and “disclosure” are defined broadly.  45 C.F.R. §164.501.


Section 512 of 45 C.F.R. sets out how health information may be used and disclosed.  See 45 C.F.R.§164.512, attached as Exhibit 1. Generally, health information cannot be disclosed without prior authorization or notice to the patient unless: 

1. 
A court has ordered the disclosure; or

2.    The information is of a type (e.g., suspected child abuse) that must be reported to authorities; or 

3. 
The information will assist law enforcement in identifying and locating an individual; or 

4. 
The information concerns the health of a crime victim; or

5. 
The patient has died and the information concerns evidence of criminal conduct; or

6. 
The information constitutes evidence of criminal conduct that occurred on the premises of a health care provider; or 

7. 
It is an emergency and the transmission of the protected health care. .information will alert law enforcement to the facts of a crime.

Id. § 164.512(e)(1) & (f)(1) - (6).


There is no provision within Section 164.512 of 45 C.F.R. that permits a prosecutor to request an ex parte subpoena for health care records.  Indeed, Section 164.512(e)(1)(ii) states explicitly that health care records may be produced in response to “a subpoena, discovery request, or other lawful process, that is not accompanied by an order of a court” only when it is clear that the patient has been given notice of the records request and the prosecutor has made reasonable efforts to secure a protective order. Id. § 164.512(e)(1)(ii)(A) - (B).  If the State complies with section 164.512(e), then HIPAA permits health care providers and other covered entities to disclose protected health information without patient consent in judicial proceedings.  Northwestern Mem. Hosp.  v. Ashcroft, 362 F.3d 923, 925 (7th Cir. 2004).


Practically speaking, the regulations in Section 164.512(e)(1)(ii)(A) - (B) mean that when a state prosecutor wants to seize a patient’s medical records, the prosecutor must take the following steps: 

1. 
Prepare a subpoena; 

2.   
Notify defendant or his lawyer that the State intends to seek the defendant’s medical records; 

3. 
Provide a protective order if one can be agreed upon; and

4. 
Allow sufficient time for the defendant to file a motion to quash and seek a hearing.

45 C.F.R. § 164.512(e)(1).


Where a prosecutor serves a subpoena on a hospital or doctor without notice to a patient or his counsel, the prosecutor must inform the hospital that he has: (a) notified the patient or the attorney and obtained permission, or (b) used his best efforts to notify the patient or his counsel of the subpoena , and allowed sufficient time for the subpoena to be challenged.  Id. § 164.512(e) (1)(iii).

B.

THE STATE VIOLATED HIPAA

WHEN IT OBTAINED [MR. CLIENT LAST NAME]’S MEDICAL RECORDS

WITHOUT HIS KNOWLEDGE AND CONSENT

AND, CONSEQUENTLY, THE RECORDS MUST BE SUPPRESSED

The State violated HIPAA and section 164.512(e) of volume 45 of the Code of Federal Regulations in multiple ways when the prosecution unlawfully obtained [MR. CLIENT LAST NAME]’s medical records.   First, the State did not obtain a court order for the records.  Instead, the State obtained an ex parte subpoena from the district clerk.  Second, the State did not notify [MR. CLIENT LAST NAME] or his counsel that it intended to seek his medical records or was in the process of so doing.  Third, the State did not provide any written assurance to the hospital that it had tried to reach [MR. CLIENT LAST NAME] or his counsel of the right to challenge the subpoena.  Fourth, the State did not seek a protective order from the Court and provide it to the hospital.  Fifth, the State did not seek a judicial search warrant and demonstrate probable cause, a particularized need for the records, and why the records were not protected by existing state statutes.  See, e.g., In re Grand Jury Subpoena John Doe No. A01-209, 197 F. Supp.2d 512, 514 (E.D. Va.. 2002) (denying health care provider’s HIPAA-based motion to quash subpoena upon finding medical records sufficiently related to grand jury investigation).


Because the prosecution failed to comply with the procedures that are clearly set out by federal law, the prosecution was not entitled to obtain [MR. CLIENT LAST NAME]’s medical records through use of an ex parte subpoena.   The State neither sought a protective order nor made reasonable efforts to provide notice to [MR. CLIENT LAST NAME] or his counsel.  See generally Bayne v. Provost, 359 F.Supp.2d 234, 243 (N.D.N.Y.  2005) (permitting discovery of medical information, but granting protective order).  As a result of these violations of HIPAA, article 38.23 of the Texas Code of Criminal Procedure bars introduction by the State of [MR. CLIENT LAST NAME]’s medical records into evidence at trial or at punishment. 


There are only two Texas decisions interpreting HIPAA’s application, and neither are relevant to the State’s seizure of [MR. CLIENT LAST NAME]’s medical records here.  See Tapp v. State, 108 S.W.3d 459, 463 (Tex. App. – Houston [14th Dist.] 2003) (suppression of treatment records not required when disclosure was made prior to April 14, 2003, when states were expected to be in compliance with HIPAA); see also Harmon v. State, WL 21665488, at *3 n.3 (Tex. App. – Houston [14th Dist.] 2003) (same).  Moreover, existing case law giving prosecutors limited authority to seize blood and alcohol samples from citizens does not provide any basis for the State’s actions here.


Texas courts have granted the State limited authority to seize blood and alcohol samples from citizens.  See, e.g., State v. Kelly, 166 S.W.3d 905, 916 (Tex.App - Corpus Christi 2005) (permitting seizure of blood test results).  The Court of Criminal Appeal has held that an accused does not have a legitimate expectation of privacy in medical records containing blood-alcohol test results “taken by hospital personnel solely for medical purposes after a traffic accident.  State v. Hardy, 963 S.W.2d 516, 527 (Tex. Crim. App. 1998).   However, the line of authority underpinning these decisions does not take HIPAA and the Code of Federal Regulations into account.


The rule expressed in Hardy does not apply here because the medical records of [MR. CLIENT LAST NAME] were not seized by the State following an accident.  [MR. CLIENT LAST NAME] was not in the hospital as a result of an arrest or an accident, but to seek medical treatment for confidential and private medical problems.  Moreover, the State did not seek the results of a blood test or alcohol test; it sought his medical records after his release from the hospital.  Therefore, there was no law enforcement interest in seizing his records.  The statements contained in the medical records are also protected by the Fifth Amendment because the statements, whether verbal or as a result of information obtained from medical readings of his vital organs or body, constitute statements which the State is attempting to use against him.  Consequently, the Court must suppress the medical records in issue here.

C.

BECAUSE THE PROSECUTION COMMITTED A FEDERAL CRIME 

BY OBTAINING [MR. CLIENT LAST NAME]’S MEDICAL RECORDS

WITHOUT HIS KNOWLEDGE AND CONSENT, 

THE RECORDS MUST BE SUPPRESSED

HIPAA imposes criminal penalties on individuals who obtain medical records on violation of HIPAA’s Privacy Rule. 42 U.S.C. § 1320d-6 (2006).  It is a federal criminal misdemeanor, punishable by up to a year in federal prison and a find of up to $50,000, when an individual: (1) knowingly, (2) obtains individually identifiable health information, (3) relating to an individual, (4) or discloses individually identifiable health information to another person. Id. § 1320d-6(a) - (b).
 


Nor is the prosecutor’s exposure to criminal liability in any way limited by ignorance of HIPAA’s provisions.  As is well known, ignorance of the law is no excuse to prosecution.  Cheek v. United States, 498 U.S. 192, 199 (1990).  And, indeed, if anyone can be presumed to know the law, it is a prosecutor. 


Because the prosecution in this case has committed a crime by obtaining [MR. CLIENT LAST NAME]’s medical records in violation of HIPAA, article 38.23 of the Texas Code of Criminal Procedure demands that these records be suppressed.  Accordingly, introduction of the medical records into evidence at merits or at punishment is barred as a matter of law.  

D.

THE SEIZURE OF [MR. CLIENT LAST NAME]’S MEDICAL RECORDS

VIOLATED BOTH THE FOURTH AND FIFTH AMENDMENTS, 

NECESSITATING SUPPRESSION OF THESE RECORDS

The seizure of [MR. CLIENT LAST NAME]’s medical records constitutes a search and seizure within the scope of the Fourth Amendment to the United States Constitution and article I, section 9 of the Texas Constitution.  See Schmerber v. California, 384 U.S. 757, 767 (1966); Aliff v. State, 627 S.W.2d 166, 169 (Tex. Crim. App. 1982).  Accordingly, the State must show that it has met constitutional strictures before it may use these records at trial on the merits or at sentencing.  Failing that, the improperly obtained records are not admissible at trial by virtue of article 37.071(2)(a)(1), which provides: “[T]his subdivision shall not be construed to authorize the introduction of any evidence secured in violation of the Constitution of the United States or of the State of Texas.”


Here, the State did not seek a search warrant for the medical records.  The State seized private and personal information which belonged to [MR. CLIENT LAST NAME] and which will prejudice him at trial on the merits or at sentencing [STATE HOW HERE].  Further, the State engaged in this seizure without complying with the warrant requirement of the Fourth Amendment, and in violation of [MR. CLIENT LAST NAME]’s Fifth Amendment right not to testify against himself.  United States v. Hubbell, 530 U.S. 27 (2000).   As a result of the State’s reckless violation of HIPAA and the regulations at 45 C.F.R.§ 164.500, et seq., the State cannot find safe harbor within the good faith exception of United States v. Leon, 468 U.S. 897, 913-17 (1984). 





CONCLUSION


[MR. CLIENT LAST NAME] did not consent to any disclosure of his private medical information, nor did any court order permit any disclosure of medical information in this case. 

It is axiomatic that evidence obtained in violation of a federal law that is binding on the states is subject to the remedy of suppression.  See State v. Fratello, 835 So.2d 313 (Fla. 4th Dist. Ct. App. 2003); State v. Trotter, 230 A.2d 618 (Conn. Circuit Ct. 1967); Cruz v. Alexander, 477 F. Supp. 516 (S.D.N.Y.1979); see also Tapp v. State, 108 S.W.3d 459, 463 (Tex. App. – Houston [14th Dist.] 2003) (suppression due to disclosure of treatment records not required when such disclosure was made prior to April 14, 2003, when states were expected to be in compliance with HIPAA). Accordingly, suppression is warranted here. 


WHEREFORE, PREMISES CONSIDERED, [MR. CLIENT LAST NAME] prays that the Court grant this motion and suppress for all purposes all medical records evidence seized in violation of the constitutions and laws of the United States and Texas. 







Respectfully submitted,

DATED:  [DATE]


     [CITY], Texas



_____________________________

[ATTORNEY BLOCK]

Counsel to [CLIENT NAME]
CERTIFICATE OF SERVICE

I hereby certify that on the [DATE], I caused a true and correct copy of the foregoing motion to be served by hand delivery upon: 


[NAME AND ADDRESS OF PROSECUTOR]








___________________________________


[NAME OF ATTORNEY]
	�   HIPAA also imposes civil penalties. 42 U.S.C. § 1320d-5.  The fines are $100 per violation, up to a maximum of $25,000.  Id. 










